Privacy Notice
Kickstart participants

voice of the collections industry



The CSA group of companies comprises the Credit Services Association Limited and CSA (Services) Ltd,
both of which process personal data. We respect your privacy and are committed to protecting your

personal data.

This notice is intended to help you understand our processing of personal data and your rights when
we process it. It sets out how we are going to use that personal data, including how long we’ll hold it
for and the reason we are processing it. But if you have any questions about the processing that this
document doesn’t answer, please feel free to contact us using the details given at section 1.4 of this

notice.
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1. Who we are

1.1 This notice is issued on behalf of the CSA group of companies - Credit Services Association
Limited and CSA (Services) Ltd (collectively “the CSA”). Throughout this notice, references to
“the CSA”, “we”, “us” or “our” are references to the CSA group of companies.

1.2 Credit Services Association Ltd is the only national UK trade association for the debt collection

and debt purchase industry. We represent the industry to key stakeholders, including

regulatory bodies and government, set out best practice for the industry and provide guidance

and support to member companies.

1.3 CSA (Services) Limited is a wholly-owned subsidiary of Credit Services Association Ltd which
provides training and development services to both member and non-member companies in

relation to debt collection, debt purchase and associated activities.

1.4 The CSA can be contacted at the following details:

Credit Services Association
2 Esh Plaza

Sir Bobby Robson Way
Great Park
Newcastle-upon-Tyne
NE13 9BA

0191 271 0775
info@csa-uk.com

www.csa-uk.com
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1.5 The CSA does not have a data protection officer, but you can speak to our Compliance
Manager, Daniel Spenceley, if you have any questions in relation to this notice or concerns
about any data protection issues. You will find more details about your data protection rights
in section 7 of this notice.

2. What is personal data

2.1 Personal data is information about a living person, by which that living person can be
identified, either directly (i.e. the information itself identifies the person) or indirectly (i.e.
whoever holds the data can identify the person by combining the information with another
piece of information to which they have access).

2.2 In addition to personal data, there are also special categories of personal data, which demand
stronger protection measures. These include data relating to a living person’s health, sex life,
sexual orientation, race, ethnic origin, political opinion, religion, membership of a trade union,
and genetic or biometric data.

2.3 When it comes to processing special categories of personal data, we will only process this
where:

e we have your explicit consent to process the data

e we must process the data to carry out a legal obligation

e we must process the data for reasons of substantial public interest
e you have already made the data public

2.4 In circumstances where we have asked for your consent to process special category personal
data, we will be clear about precisely what we intend to use the data for.

2.5 When we ask for consent, you have full control over the decision to give or withhold consent;
furthermore, you will continue to have control afterwards too and can withdraw it at any time.
If you decide to withdraw consent, please be aware that this could impact our ability to provide
the applicable service or product.

3. The personal data we process about you

3.1 In order to facilitate your participation in the Kickstart scheme, we will have to process
personal data about you. The types of personal data we may process about participants
include:

TYPES OF PERSONAL DATA
Identification name, date of birth, gender
Contact address, e-mail address, telephone number (work and/or personal)
Pay details salary
Learner information Unique Learner Number (number used to identify learners); individual learner record —
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3.2 We may also process some special categories of personal data (see section 2.3 of this notice
for more information about special categories of personal data). This may include:

SPECIAL CATEGORIES OF PERSONAL DATA

Health information / information about medical / mental health issues; additional learning support requirements
documentation

33 We will collect this data directly from you or your employer.

4. Why we process your personal data

4.1 We process your data for a variety of purposes. We have set out below the different purposes
for which we may process your personal data.

4.2 Where this involves special categories of personal data, we have underlined references to this
type of data, for ease of reference.

PURPOSES FOR PROCESSING

Communication To communicate with / respond to you.

Record keeping To maintain adequate and up-to-date records

Legal and regulatory To meet all legal and regulatory requirements — including safeguarding and data
requirements protection.

Improving services To monitor and improve our products and services.

Accessibility and support ~ We may process special category personal data (e.g. health information) to ensure we
make any necessary adjustments for those with disabilities.

Eligibility To ensure that an applicant remains eligible for the Kickstart scheme.

Provision of training and To provide training and support to a Kickstart participant.

support

Funding To apply for, obtain, evidence and distribute government payments under the Kickstart

scheme

4.3 Where we plan to process personal data for a purpose other than those set out above, and
which you would not reasonably expect, we will notify you before any processing for that new
process occurs.

4.4 When we process personal data, we will always have legal grounds to do so. Data protection
law sets out the different legal grounds that allow companies to process personal data, which
include:

e processing in order to perform or fulfill a contract we have with you
e processing where we have a legal duty

e processing which is within our legitimate interests

e processing where there is a public interest reason

e processing where you have given us your consent

4.5 As outlined at sections 2.3 and 3.2 of this notice, we may process some special categories of
personal data. Where we process this type of data, we need to have a stronger legal basis for
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that processing. We will rely on one of the following legal grounds for processing this type of
personal data:

e We have a legal obligation to process the personal data

e The processing is required in the public interest, such as for equal opportunities
monitoring

e We have your explicit consent for the processing — this will set out clearly what we will
do with the personal data and, as with ordinary consent, you will have the right to
withdraw consent.

e The processing is necessary to protect you or another person from harm.

4.6 Where we intend to rely on a different legal basis for processing special categories of personal
data, we will let you know at the earliest possible opportunity.

4.7 Below we have clarified our legal basis in the various contexts in which we process personal
data.

LEGAL BASIS FOR PROCESSING

Contract We will process personal data about you in order to facilitate and manage your
participation in the Kickstart scheme in accordance with our contract with your employer,
the Department for Work and Pensions (DWP) and / or you.

Legal requirement We are legally required to process some personal data, particularly where this involves a
government-funded programme.

5. What we do with your personal data

5.1 The CSA will not sell, loan or otherwise exchange your details with third party companies for
marketing purposes.

5.2 We will only share your information where:

e We need to for the purposes of providing you with the services you have requested
e.g. provision of training and support materials

e We have a public or legal duty to do so e.g. complying with legislation

e We have a legitimate reason for doing so

e We have asked for your permission to share it and you have agreed

5.3 We may occasionally share your data with trusted third parties to help us deliver efficient and
quality services, which may include:

e Business partners, suppliers and sub-contractors for the performance of any contract
we enter into with them or you, and to support the delivery of our services, including
the provision of our website(s), storage of personal data and responding to
communications

e Fraud and crime prevention agencies who will use it to prevent fraud and money
laundering

5.4 The following table explains any relevant data sharing arrangements and who we may share
your data with.

V1.2 - March 2022 Privacy Notice: Kickstart -



DATA SHARING

Data may be shared with the Department for Work and Pensions (DWP) in accordance with our contractual obligations.

Data may be shared to meet our contractual obligations around management of the Kickstart scheme, including
monitoring its quality and suitability. This may include sharing data with:

Tutors

Employers

Providers of Customer Relationship Management systems
External auditors

Quality assurance providers

5.5 Where we share data with third parties or where we use third party systems to store data, we
will take necessary precautions to ensure that the third parties have appropriate data
protection measures in place.

5.6 We have detailed below a non-exhaustive list of some of the organisations with whom we
share data or who provide services to us that involve the processing of personal data. Please
note that the links to external privacy notices are correct as at the date of this notice.

DATA SHARING RELATIONSHIPS
Organisation Service Privacy notice
Department for Work Government department responsible DWP: personal information charter
and Pensions for Kickstart scheme, including funding
Aptem Customer Relationship Management Aptem: privacy notice
system for Kickstart scheme
MailChimp Platform for sending emails to groups. MailChimp: privacy notice

5.7 The majority of personal data we hold is stored either on our own internal server in the UK or
on cloud-based storage. We also store some hard copy data in our office in the UK.

5.8 The CSA, or some of our partners or service providers, may pass information outside of the UK
and the European Economic Area (EEA) into jurisdictions where privacy laws, obligations and
rights may vary. In such cases, we will always ensure that appropriate assurance checks and
measures are put in place to protect your privacy and that transfers are limited to countries
which are recognised as providing an adequate level of protection or where we can be satisfied
that appropriate alternative arrangements are in place to protect your privacy rights.

5.9 The below table outlines whether your data may be stored outside the UK or the EEA and,

where this is the case, the protections in place.

DATA STORAGE

Kickstart participant data is stored on the CSA’s UK-based server and the Aptem system, all of which store the data in the
UK or within the EEA.

Aptem may, in rare instances where there is a system fault unique to the CSA processing, process data outside the EEA. To
ensure that this data receives an adequate level of protection, we have put in place contractual arrangements with Aptem
using the ICO’s Standard Contractual Clauses.
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5.10 The following table explains how long we will keep processing your personal data.

DATA RETENTION

Personal data about a Kickstart participant is retained for the duration of the Kickstart scheme period and for 6 years
beyond. After this time, personal data will be securely deleted or destroyed. We will retain some anonymised data for
statistical purposes; you will not be identifiable from this data.

6. Automated decision-making and profiling

6.1 The CSA does not make automated decisions, nor do we carry out profiling.

7. Your data protection rights

7.1 The individuals whose personal data we process have several rights. This includes the right of
access to the personal data we process.

7.2 Where we process your data on the basis of consent or the performance of a contract, we may
be required to provide some of your personal data to you in a portable format, or to another
data controller on your behalf. Only data that you have provided to us is subject to this right.
If you would like to exercise this right, please contact us by e-mail, in writing or on the
telephone.

7.3 You also have other rights including:

e The right to have inaccurate data corrected. If you know or believe that we are
processing inaccurate information about you, you have the right to have that
corrected.

e Theright to object to our processing. This will depend on whether we have a valid legal
basis to process your data.

e The right to request that we restrict the data we process, or even have it deleted.
Again, this will depend on the circumstances — we are not always required to delete
your data or restrict our processing, if we can demonstrate we have a valid legal basis
for processing it.

7.4 If you wish to exercise any of your data protection rights, please contact us so that we can act
on your request or explain why we will be continuing to process the data we hold. You can
contact us with your request by email, in writing or by telephone using the details given at
section 1.4 of this notice.

7.5 These rights are subject to some exemptions. Where we cannot act on your request, we will
provide a relevant explanation about our processing of your personal data in a timely manner.
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8. Making a complaint

8.1 If you would like to complain about our data processing, please contact us by e-mail, in writing
or by telephone with details of your complaint.

8.2 Data protection is regulated in the UK by the Information Commissioner’s Office (ICO). You can
complain to the ICO about our processing, but we would always welcome the opportunity to
address any concerns with you first.

8.3 If you want to know more about data protection, or if you want to complain about our
processing of personal data, you can contact the ICO via the details below:

Information Commissioner’s Office
Woycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

0303 1231113

8.4 You can also report concerns about companies’ use of your personal data to the Information
Commissioner’s Office here: https://ico.org.uk/concerns/

9. Changes to this notice

9.1 From time to time, we will review this document, for example, where there are changes to
laws or regulations, or where we make substantial changes to our processes, procedures or
systems.

9.2 In such cases, we will update this notice to reflect the relevant changes and we will make

reasonable efforts to contact and update those affected, if the changes are substantial in
nature.
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Contact us

T:0191 217 0775 Credit Services Association
E: info@csa-uk.com 2 Esh Plaza
Sir Bobby Robson Way

Great Park

Newcastle Upon Tyne

NE13 9BA

T:+44 (0) 191 217 0775

M Follow us
% @CreditServicesA

¢
ACSa

voice of the collections industry
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